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HA O®OUILMAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM roJIOM MOJIOAEXKH B MHTEPHETE CTAHOBUTHCS OOJIbLIE, a LIKOJbHUKM OJHU M3 CaMbIX
aKTUBHBIX MoJyib30BaTenel PyHera. Mexay TeM, MOMUMO OTPOMHOIO KOJMYECTBA BO3MOKHOCTEH,
MHTEpHET HeceT U npo0iIeMbl. JTa namsaTKa J0JDKHA ITOMOYb Tebe 6e301acHO HaXOAUTHCS B CETH.
KommbroTepHsie BUpyChI

KomnbloTepHblif BUpPYC - 3TO Ppa3HOBUJHOCTb KOMIBIOTEPHBIX MPOTpaMM, OTJIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBJISI€TCSI CHOCOOHOCTh K pa3MHOXKEHUI0. B omnonHeHue K 3ToMy, BUPYChI
MOTYT TOBPEOUTh WM TIOJHOCTBIO YHUYTOXUTH Bce (ailfiel W JaHHBIE, MOJKOHTPOJIbHBIC
MOJIH30BATENI0, OT UMEHH KOTOPOTro ObLIa 3aImylleHa 3apakeHHasl MporpaMma, a TakKe IMOBPEIUTh
WIN JJa)ke YHUYTOXXKUTh ONEPALMOHHYI0 CHCTEMY cO BceMH (paiimamu B nesiom. B OosbmimMHCTBE
CJIy4aeB paclpOCTPAHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTobl 3a1UTBl OT BPEIOHOCHBIX IPOTrpamM:

1. Vcionb3yii cCOBpEMEHHbIE ONEPALMOHHBIE CHCTEMBI, UIMEIOINE CEPhE3HBIH YPOBEHb 3alUThI OT
BPEJIOHOCHBIX IIPOTPaMM;

2. TlocrossHHO ycTaHaBnMBal maytu (UUQPOBBIE 3aIUIATKU, KOTOpbIE  ABTOMATHYECKH
YCTaHABIIMBAIOTCS C LENbI0 AOPa0OTKU MPOrpamMMbl) M Jpyrrue OOHOBJICHHUSI CBOEH OIepalnnOHHON
cuctembl. CkaunBail MX TOJIBKO C OQUIHMATIBHOTO caiiTa pazpadoTunka OC. Eciu cymecTByeT pexxum
aBTOMAaTHYECKOI'0 OOHOBJIEHUS, BKIIIOYH €r0;

3. PabGotaii Ha cBOeM KOMIbIOTEpE IIOJ MpaBaMM I10JIb30BATENs, a HE aIMHUHHUCTpaTopa. JTO He
MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HHCTAJUTMPOBATHCS HA TBOEM IIE€PCOHAILHOM
KOMIIBIOTEPE;

4. MHcnomb3yll aHTUBHPYCHBIE IIPOIpaMMHBIE NPOAYKTBI H3BECTHBIX IPOU3BOAMTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GpuU3NYECKUil JOCTYN K KOMIIBIOTEPY I TIOCTOPOHHUX JIUL;

6. Micnionb3y#i BHEIIHUE HOCUTEIH HH(OpMAIMY, TaKUe Kak (iemka, AUCK WK (aiiia U3 HHTEepHeTa,
TOJILKO U3 IIPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (hailfibl, NMOTy4YEHHBbIE U3 HEHAJEKHBIX MCTOUYHHKOB. Jlaxe Te
¢aiinbl, KOTOpBIE TPUCIIAN TBOK 3HAKOMBIN. JIydllle yTOYHH y HETO, OTIIPABIISUI JIU OH TeOE HX.

Ceru WI-FI

Wi-Fi - 310 He BHI mepenadu JaHHBIX, HE TEXHOJIOTHS, a BCEro Jinimb Opena, mapka. Eme B 1991
rofly HUAEpJAaHACKas KoMmaHus 3aperucrpupoBana Openny "WECA", uyro o0o3Hauano
cnoBocouetanue "Wireless Fidelity", koTopsiii nepeBoauTcs Kak "OecrpoBOIHAS TOYHOCTH".

Jlo Hamiero BpeMeHHM JAo0ILIa Apyras ab0peBuaTypa, KOTopas sBJISIETCS TaKOH ke TeXHONoruen. 3to
ab0pesuarypa "Wi-Fi". Takoe Ha3BaHme OBLIO MaHO ¢ HAaMEKOM Ha CTAHIAPT BBICHICH 3BYKOBOM
texuuku Hi-Fi, uTo B mepeBoze o3HauaeT "BbICOKAsi TOYHOCTH".

Ja, OecmiaTHeli MHTEpHET-IOCTYH B Kade, OTeIsIX M aj’pomoprax sBIAETCS OTIMYHOM
BO3MOXKHOCTBIO BbIXOJIa B MHTEpHET. HO MHOTrHe 3KCIepThl CYMTAIOT, YTO obenoctymnHsie Wi-Fi
CETH He ABISAIOTCS O€30MIaCHBIMH.

CoBeTsl 110 6€30MacHOCTH PabOTHI B 00MIENOCTYIHBIX ceTsx Wi-fi:



1. He mepenasaii cBoto Tu4HYI0 WHpOpMAIHIO Yepe3 obmenoctymubie Wi-Fi cetu. PabGortas B HuX,
JKeJaTelbHO He BBOJUTH MAapOJIH IOCTYIA, JOTUHBI M KaKhe-TO HOMEepa;

2. Ucrmonb3yit 1 OOHOBIISIH aHTUBUPYCHBIC TIPOrpaMMBbI B OpaHaMayep. TeM caMbIM Thl 00€3011acHIIIb
ce0s 0T 3aKauKH BUpYCa Ha TBOE YCTPOUCTBO;

3. Tlpu wucnonp3oBanuu Wi-Fi otkmoun ¢yHkuuo "OO6mmii moctyn k ¢aitiam u mpuHtepam'.
JlanHas QyHKLUS 3aKpbITa 110 YMOJIYAHHIO, OJHAKO HEKOTOpPbIE IOJIb30BATEIN aKTUBUPYIOT €€ JUls
y1o0CTBa UCIOJIb30BaHUs B paboTe WiH y4deoe;

4. He ucnonw3yit myommunenidi WI-FI mis mepenadwm JIMYHBIX JaHHBIX, HallpUMEp JUIS BBIXOAA B
COLIMAJIbHBIE CETU WJIU B JJIEKTPOHHYIO I10UTY;

5. Wcnonw3y#i Tosbko 3amuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, 1.e. nmpu HaGope BeO-
aapeca BBoau umMeHHO "https://";

6. B moOmieHOM Tenedone otkmrounm (yHknuio "llomkmouenwe k Wi-Fi aBromatmdecku". He
JIOTTyCKal aBTOMaTU4ECKOIro MOJIKII0UeHHsI ycTpoiicTBa K cetsiM Wi-Fi 6e3 TBoero cornacus.
CouunanbHble ceTH

CouuasibHble CETH AKTUBHO BXOAAT B Hally >KHW3Hb, MHOTHE JIOAM pabOTalOT M JKUBYT TaM
nocTosiHHO, a B Facebook yxke 3apeructpupoBaH MUILTHAP/ YEIOBEK, YTO SBISETCS OAHOM CelbMO
BCEX JKHUTEJEH IUIaHeTbl. MHOrHMe IOJIb30BaTeIM HE MOHUMAIOT, YTO MH(OpMalus, pa3MelleHHas
UMM B COLIMAIBHBIX CETSX, MOXKET OBbITh HalleHa M MCIOJb30BaHA KEM YTOJIHO, B TOM YHCIIE HE
00s3aTenpHO ¢ OJarMMU HAaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH B COLMAIBHBIX CETSX:

1. Orpannyb COMCOK Apy3el. Y TeOs B Ipy3bsX HE TOJKHO OBITh CIy4alHBIX U HE3HAKOMBIX JIFOCH;
2. 3ammmiail cBOXO 4YacTHYIO >kM3Hb. He ykasbiBall maponu, TenedoHsl, anpeca, AaTy TBOEro
POXACHUS W APYrylo JHYHYI0 HHPOpPManuio. 3IIOYMBIIUICHHHMKH MOTYT HCIIONB30BaTh Jaxe
UH(OPMAIIUIO O TOM, KaK Thl U TBOM POJHUTENH TUIAHUPYETE MMPOBECTH KAHUKYJIBL;

3. 3ammiai cBOIO penmyTaluio - ISP €€ B YHUCTOTE U 3a/1aBail ce0e BOMPOC: XOTeN Obl ThI, YTOOBI
Jpyrue NoJIb30BaTEeNIN BUCNH, YTO ThI 3arpyskaeis? [lomymaii, mpexse yem 4To-To OomyOIMKOBaTh,
HamucaTh U 3arpy3uTh;

4. Ecnu Tl TOBOPHILB C JIFObMH, KOTOPBIX HE 3HACIb, HE UCIOJIb3Yl CBOE PEAIbHOE UMSI U IPYTYIO
JUYHYIO HHQOPMAIIUH: UMS, MECTO JKUTEJILCTBA, MECTO yueObl U IIpouee;

5. U36erait pazmenienus ¢ororpaduii B IHTEpHETE, TIE THI M300pakeH HA MECTHOCTH, IO KOTOPOH
MO’KHO OIPEJEIUTh TBOE MECTOIOJIOKEHNUE;

6. Ilpu peructpauuu B COLMAIBLHOW CETH HEOOXOAUMO MCIOJB30BaTh CIOXKHBIE MAPOJIU, COCTOSIINE
u3 OyKB ¥ UGp U C KOJIUIECTBOM 3HAKOB HE MEHee §;

7. JAns couuanbHOW CEeTH, MOYTHI M JIPYTMX CalWTOB HEOOXOAMMO MCIOJIb30BAaTh PA3HbIE MAPOJIH.
Torpaa ecau T€0s B370MAIOT, TO 3JI0YMBILUIEHHUKY NOJTyYaT JOCTYH TOJIBKO K OJJHOMY MECTY, a HE BO
BCE Cpa3y.

DNEeKTPOHHBIE JICHbI U

DJIEKTPOHHBIE JICHBI'H - 3TO OYEHb YAOOHBIM croco0 IuiaTekei, OJHAKO CYIIECTBYIOT MOIIEHHHKH,
KOTOpBIE XOTAT MOJTYYUTh ITH JEHBIU.

DNEeKTPOHHBIE IEHBI'M MOSIBUINCH COBCEM HEJIAaBHO M UMEHHO M3-3a 3TOr0 BO MHOTHX TrOCYJapCTBax
JI0 CHX TIOp HE NMPOMHUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (YyHKIMOHHPYIOT U O HHUX YyXe IPOINHCAHO B 3aKOHE, IIe MX DPa3JeNiioT Ha

HCCKOJIBKO BHJA0OB - aHOHMMHBIC M HC aHOHHMMHBIC. PaSHI/ILIa B TOM, 4YTO aHOHHMMHBIC - 3TO TC, B



KOTOPBIX pa3pelaeTcs NpoBOJUTH onepaliu 0e3 UIeHTU(PUKALUMY 0JIB30BaTelNs, @ B HEAHOHUMHBIX
UACHTU(DUKAIMA [TOJIb30BATEN SIBJIAETCS 0053aTEIbHOM.

Taxoke cienyeT pa3nuyuaTh dJIEKTPOHHBIE (pUaTHBIE JA€HBIU (PaBHBI TOCYJAPCTBEHHBIM BaJlOTaM) U
9JIEKTPOHHBIE He(hUaTHBIE ACHBI'H (HE PaBHBI FOCYJAPCTBEHHBIM BAITIOTAM).

OcHOBHBIE COBETHI 110 0€30MacHOM paboTe C 3JIEKTPOHHBIMU JICHbraMU:

1. IlpuBsiku K cueTy MOOMIIbHBIN TesnedoH. ITo camblii yIOOHBIN U OBICTPHIN CIIOCOO BOCCTAHOBUTD
noctyn K cyery. [IpuBsi3aHHBINA TeIePOH IMOMOXKET, €Clii 3a0yIenTb CBOM TUIATEKHBIA Mapoih HIH
3alIeIb HAa CANT C HE3HAKOMOTO YCTPOWCTBA;

2. Ucnonp3yii ogHOpa3oBbie maponu. Ilociie mepexona Ha YCHUIICHHYIO aBTOPH3alUI0 TeOe yXKe He
OyZIeT yrpoaTh OMAaCHOCTh Kpa)ki WIIM MepexBaTa IIaTeKHOTO MapoJis;

3. BwiGepu crnoxsblii maponb. [lpecTymHukam OyneT He MPOCTO yrajaTh CIOXKHBIA IapoJb.
HanexHble mapoiu - 3TO maposid, KOTOphIE COAep)KaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B cels
CTPOYHBIE M MPOMUCHBIE OYKBbI, IU(PHI U HECKOJIBKO CUMBOJIOB, TaKMe Kak 3HAaK Jojuiapa, QpyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.1. Hanpumep, $tRONQ!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIEC HA CAWTaX, KOTOPBIM HE 10BEPSEIIb.

DNeKTpOHHAas IoYTa

DIEKTPOHHAs [0YTa - 3TO TEXHOJIOTUS U IIPEIOCTABISAEMBIE €10 YCIIYTH 10 IIEPECHUIKE U ITOJIIyYEHUIO
SJIEKTPOHHBIX  COOOIIEHUH, KOTOpBIE pACIpEeAesSioTcs B KOMIbIOTepHOH cetn. OObIYHO
AIIEKTPOHHBII MOYTOBBIH AWK BBITSANUT CIEAYIOIINM 00pa3oM: UMsI_TOJIb30BATEIA(@UMS_TOMEHA.
Taroke Kpome repeadu MpoCcToro TeKCTa, UMEeTCs BO3MOXKHOCTB TepeiaBaTh (hailibl.

OCHOBHBIE COBETHI 110 0€30MaCHOM paboTe C IIEKTPOHHON MOYTOM:

1. Hano BeIOpaTh NMpaBUIIbHBIN NOYTOBBIN cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOP OECIUIaTHBIX
MIOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JOBEPATH TEM, KOI'O 3Haellb U KTO MEPBbI B pEUTHHTE;

2. He yka3plBalli B JMYHOM TmouTe JMuyHyl0 uUHPopmanuio. Hanpumep, mydme BbIOpaTh
"My3bIKanbHBIA (paHaT@" uwnu "poxk2013" Bmecto "Temal3";

3. Hcnonp3yil ABYXATallHYI0 aBTOPU3AIMI0. JTO KOTJAa MOMHMO TapoJisi HY)KHO BBOJIUTH KO,
npucbuiaeMslil o SMS;

4. BoeiOepu cnoHbI Tapoiib. JIsi KaKA0ro MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOW HAaJICXKHBIH,
YCTOMYMBBIN K B3JIOMY IapOJIb;

5. Ecin ecTh BO3MOXKHOCTB HAIMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIONb3YH 3TY BO3MOKHOCTB;
6. Mcnonb3yil HECKONBKO MOYTOBBIX SIIMKOB. IlepBbIil [isi 4yaCTHOM MEpEenucKu C ajpecaTami,
KOTOPBIM Thl JIOBEpPSICLIb. JTO 3JEKTPOHHBINA aJpec HE Ha/l0 HUCHOJIb30BaTh NMPU PETUCTPALUU Ha
dbopymax u caiTax;

7. He oTkpeiBaii (aiiiabl u qpyrue BIOXKEHUS B MUCbMaxX, Jake €CJIM OHH MPUIIIN OT TBOUX APY3eH.
Jlydie yTO4YHHM Y HUX, OTIIPABIISUIH JIM OHU TeOe TH (hailibl,

8. I[locne okoHYaHus pabOTHI HAa MOYTOBOM CEPBUCE MEPE]l 3aKPHITHEM BKJIAJIKH C caiiToM He 3a0y1b
HaxaTh Ha "BeriiTu".

KuGepOymumiHT Wi BUPTyaJIbHOE M3/1€BATEIHCTBO

KubepOymauar - mpecnenoBaHHe COOOIICHUSMH, COZAEpPXKAIIMMU OCKOPOJIEHUs, arpeccuio,
3alyrMBaHue; XYJIUTaHCTBO; COLMAIbHOE OONKOTHPOBAHHWE C TOMOIIBIO PA3TUYHBIX WHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 00ph0OEe ¢ KHOEPOYIITHHIOM:



1. He Opocaiics B 60ii. Jlyummii crmoco0: TOCOBETOBATHCS KaK ceOsl BECTH U, €CJIM HET TOro, K KOMY
MOJKHO OOpaTHTbCS, TO BHayalle YCHOKOUThCS. Eciu Thl HayHellb OTBEYAaTh OCKOPOJICHUAMU Ha
OCKOpOJICHUSI, TO TOJIBKO €I1ie OOJIBIIE Pa30kIKEIIb KOH(IIHKT;

2. YnpaBnsii cBoel KHOeppemyTaIyei;

3. AHOHMUMHOCTH B ceTH MHHUMas. CyllecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a AHOHUMHBIM
AKKayHTOM;

4. He cTOMT BeCTH XYyJWTAaHCKHA 00pa3 BUPTyaIbHOW >KM3HHU. VHTEpHET (UKCHpYeT BCE TBOHM
JNEHCTBUS M COXpAHSIET UX. Y AaUTh UX Oy/eT KpaitHe 3aTpyTHUTEIHHO;

5. Cobmroail cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuHbli HeraTuB. OJHOpa30BbIE OCKOPOHWTEIbHBbIE COOOLICHHS —JIydIle
urHopuposatb. OOBIYHO arpeccust MpeKpamaeTcs Ha Ha4aIbHOM CTany;

7. Ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIIIEHUSIMH, B COITMAIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKMPOBKH OTHPABKU COOOILICHHIA C ONPeIeTICHHBIX apecoB;

8. Ecmu Tl cBuperens kuOepOyiummHra. TBoW AEWCTBHA: BBICTYNHTH HPOTHB IpeciieoBaTeNs,
MOKa3aTh €My, YTO €ro JIEHCTBHS OLICHWBAIOTCS HETaTHUBHO, MOJAJIEP)KATh JKEPTBY, KOTOPOU HYX HA
MICHXOJIOTHYECKasi TOMOILb, COOOIIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEJCHHUS B CETH.
MoOunbHbIH TenedoH

CoBpemeHHble cMapT(HOHBI U TUTAHIIETHI COJIEPKaT B ceOe BIOJIHE B3POCIbIN (DYHKIIMOHAM, U TETIEPh
OHM MOTYT KOHKYpUPOBaThb CO CTAllMOHAPHBIMHM KOMIbIOTepaMu. OIHAKO, CPEICTB 3aIUMUTHI JUIS
NOJIOOHBIX YCTPOMCTB MOKA OYEHb Majlo. TeCTUpOBaHHE U MOUCK YSA3BUMOCTEH B HUX MPOUCXOJUT HE
TaK UHTEHCUBHO, Kak Juig [1K, To e camoe kacaeTcs 1 MOOMIIBHBIX MTPHIIOKEHU.

CoBpeMeHHbIE MOOWIIBHBIE Opay3epbl YK€ MPaKTHYECKH JOTHAIM HACTOJBHBIC aHAJIOTH, OIHAKO
pacmupenue GyHKIMOHATA BIEUeT 3a COO0H OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3aIIUIICHHOCTb.
Jlanexo He Bce MPOM3BOJMTENH BBITYCKAIOT OOHOBJIICHHUS, 3aKPHIBAIOIINE KPUTHYECKHE YSI3BUMOCTH
JUISL CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI [T 0€30TTaCHOCTH MOOUIILHOTO TesnedoHa:

Huuero He sBnsieTcs mo-HacTosmeMy OecruiaTHBIM. byib oCcTOposkeH, Belb Korjia Tede mpeanaraoT
OecriaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIE YCIYTH;

Hymaii, npexxae yem ortnpaBuTb SMS, ¢oro win Buaeo. Thl TOYHO 3Haellb, I7I€ OHU OyAyT B
KOHEYHOM HTOre?

Heo6xonumMo 0OHOBISATH ONEPALIMOHHYIO0 CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yii aHTUBUPYCHBIE TPOTPAMMBI ISt MOOMIIBHBIX TEJIE(OHOB;

He 3arpy»aii mpuiokeHuss OT HEM3BECTHOTO MCTOYHHUKA, BEAb OHM MOTYT COJEPKAaTh BPEIOHOCHOE
IpOrpaMMHOE 00eCIIeUeHHE;

[Tocne Toro kak THl BBIHACHIL C caliTa, IJie¢ BBOAWI JHYHYIO WH(POPMALHUIO, 32l B HACTPOUKHU
Opay3epa u ynaim cookies;

[leproamuecku mpoBepsiii, KaKKe IIaTHBIE YCIIYTH aKTHBUPOBAHBI HA TBOEM HOMEpE;

JlaBaii cBof HOMEp MOOHMIBLHOTO TeJeOoHa TOIBKO JFO/IIM, KOTOPBIX ThI 3HACIIb M KOMY JOBEpSEIIb;
Bluetooth nomxen ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE MOJb3yelbes. He 3a0biBail nHOTIa IPOBEPSITH
3TO.

Online urpsr

CoBpeMeHHbBIE OHJIAWH-UTPHI - 3TO KpPacOUYHBIC, 3aXBATHIBAIOIIME pAa3BJICUCHUs, OOBEIMHSIONINE

COTHHU TBICAY YCJIOBCK IIO BCEMY MHUDPY. I/IFpOKI/I HUCCIICAYIOT I[aHHBIﬁ UM MHUp, O6H_IaIOTC$I Apyr C



JpYroM, BBINOJHSIOT 3aJaHUs, CPAXKaIOTCs C MOHCTPAMHU M IOJY4aroT ONBIT. 32 yJOBOJILCTBUE OHU
IUIATSAT: MOKYNAOT JUCK, OIIAUYMBAIOT Aa0OHEMEHT WU IPUOOPETAIOT KaKUe-TO OILIUU.

Bce atu cpencTBa MAayT Ha MOJJEp)KaHME W pa3BUTHE WIPHI, a TaKkKe Ha caMy Oe30MacHOCTb:
COBEPILEHCTBYIOTCS CUCTEMBI aBTOPH3AIMH, BBIITYCKAIOTCS HOBBbIC MaT4yH (IH(POBHIE 3aIIaTKH s
HPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nonoOHBIX Hrpax CTOMT omacaTbCs HE CTOJIBKO CBOUX COIEPHHUKOB, CKOJBKO KpaXKM TBOETO
napoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MMaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu apyroit urpok BeneT ce0s IUIOXO MM Co3AaeT TeOe HEMpHUATHOCTH, 3a0JOKUpPYH ero B
CIIMCKE UTPOKOB;

2. Tloxainyiicss aAMMHHUCTPATOpaM MWIPbl HA IUJIOXO€ IOBEJEHHE 3TOr0 WIPOKa, JKEJIaTelIbHO
IPUIIOKUTH KAKHE-TO JOKA3aTeIbCTBA B BUIE CKPUHOB;

3. He yka3biBaii mnuHyt0 UH(OpMaLKIO B IIpodaiiie urpsl;

4. YBaxall Ipyrux y4aCTHHUKOB II0 UIDE;

5. He ycranaBnuBaii Heo(uIMaabHbIC TATYN U MOJIBI;

6. Mcnionb3yii CI0KHBIE U pa3HbIE 1APOJIH;

7. daxke BO BpeMsl MIPbl HE CTOMT OTKJIKOYaTh aHTUBUpYC. [loka Tl Wrpaenib, TBOH KOMIIBIOTED
MOTYT 3apa3UTh.

OUIIKHT WM KpaXka JIMYHBIX JaHHBIX

OObIuHOW Kpakeld JOeHer M JOKYMEHTOB CErOfHsS YK€ HHUKOTO He YJIUBHIIb, HO C pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIICHHUKH NEPEMECTIIINCh B UHTEPHET, U MPOJOKAIOT 3aHUMAThCS
"1r00UMBIM" JIETTOM.

Tak mosiBuace HOBas yrpo3a: MHTEPHET-MOIICHHMYECTBA WM (DUIIMHT, TJIABHAs LEJIb KOTOPOTO
COCTOUT B TIOJyYEHHH KOH(HICHIMATbHBIX JAHHBIX IIOJIb30BAaTEel - JIOTMHOB W mapojeil. Ha
aHrMicKoM s3bike phishing untaercs kak gummHr (ot fishing - ppr6Has noBis, password - TapoJb).
OcHOBHBIE COBETHI 110 00pbOE ¢ PUITMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecnu Tkl mojio3peBaellb, YTO TBOS aHKETa ObUIa B3JIOMaHa, TO
HEOOXOMMO 3a0JIOKUPOBATh €€ W COOOLIUTH aJMHHUCTpPATOpaM pecypca 00 3TOM Kak MOKHO
cKopee;

2. Ucnonp3yit 6e3onacHble B€O-CalThI, B TOM YHCJIE, MHTEPHET-MAara3uHoOB M MIOMCKOBBIX CHCTEM;

3. HUcnonb3y#l croxHble M pa3Hble Napond. TakuMm o0pa3oMm, eciad TeOs B3JIOMAlOT, TO
3JI0YMBIIIJICHHUKH TIOJIy4aT TOCTYII TOJIBKO K OJHOMY TBOEMY NPOQHIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B37IOMaiM, TO HEOOX0AUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE JOOABICHBI
y Te0s B JIpy3bsiX, O TOM, YTO Te€OS B3JIOMaJIM M, BO3MOXKHO, OT TBOErO MMEHHU OyJIeT pacchuIaThCs
CIaM M CChUIKU Ha (PUILKMHIOBBIE CAlTHI;

5. YcranoBu HanexHsiil mapois (PIN) Ha MoOMbHBIH TenedoH;

6. OTKJII0YM COXpaHEHHUE TapoJis B Opaysepe;

7. He oTkpeiBaii (aiiinsl u qpyrue BIOKEHUS B MHChMax, Jake €CJIM OHM MPHIIUIH OT TBOUX JAPY3eH.
Jlyuliie yTOUHU Y HUX, OTIIPABIISIIM JIU OHU TeOe 3TH (allibl.

Hudposas penyranus

[ludpoBas pemyramust - 3TO HeraTMBHAs WIM TIO3WTHBHAas HWHPOpManus B ceTH O Teoe.
Komnpomerupyromast uHpopMmanusi, pa3MelleHHass B HHTEpHETE, MOXXET CEpbe3HBIM 00pa3oM
OTpa3uThCs Ha TBoed peanbHOU ku3HU. "Lludposas pemyramus" - 3TO TBOM HMMIK, KOTOPBIH

dbopmupyetcs u3 uHGpopMamu o Tede B MUHTEPHETE.



TBoe MecTO >XUTENbCTBA, y4eObl, TBOE (MHAHCOBOE IOJIOKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCA B CETH.

MHorue moIpoCTKH JISTKOMBICJICHHO OTHOCSTCS K MyOnIMKanuu TMYHON nHpopmanuu B MHTEpHETE,
HE TIOHMMasl BO3MOKHBIX TOCIEeACTBUN. ThI JaXke HE CMOXKEUIb A0ragaTbes O TOM, 4To (GoTtorpadus,
pa3MelieHHas 5 JeT Ha3ajl, cTaja MPUYMHOM 0TKa3a NPUHATH TeOs Ha padoTy.

KommeHnTapun, pazmemienue TBoux (ororpaduil u apyrue AeHCTBHS MOTYT HE HCUE3HYTh Jake
1OCJIe TOTO, KaK Thl MX yJaJUIIb. Thl HE 3HACIIb, KTO COXpaHHUJI 3Ty MH(OPMAIHIO, ITOTIajia JI1 OHA B
MIOMCKOBBIE CHCTEMBI U COXPaHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Te0e OKPYKAOIIHE IO,
KOTOpBIE HAWIYT U YBUIAT 3T0. HaliTh mHpOpManuio MHOTO JET CIyCTsI CMOKET J000H - Kak 3
JTOOpPBIX MOOYXIEHUH, TaK U C HAMEPEHUEM MIPUUUHUTH BPe. ITO MOKET ObITh KTO YT'OJHO.
OcCHOBHBIE COBETHI 110 3aIUTe HUPPOBOI pemyTaluu:

1. [Toxymaii, mpex/e 4eMm 4uTo-TO IyOJIMKOBaTh W IepefaBaTh y ceds B Oore wiy B COUUATBHON
ceTy;

2. B Hactpoiikax npoduis YCTaHOBM OIpaHMYEHHMs Ha NPOCMOTP TBOEro Npopuias U €ro
COJIEPKUMOTO, ClIeNiail ero TOJIbKO "aiis apy3en'”;

3. He pa3smemaii u He ykasbBail MH(POpPMALUIO, KOTOpas MOXKET KOTrO-JIH0O0 OCKOpPOISATh WIH
00MXaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJIBHUKH - AKTHBHBIE MOJIB30BaTeNU II(PPOBOTO npocTpancTBa. OIHAKO TAJIEKO HEe
BCE€ 3HAIOT, YTO IOJIb30BAaHHE MHOTMMH BO3MOXHOCTSIMH IU(PPOBOro Mupa TpeOyeT COO0CHHUS
IpaB Ha UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEIEKTyalbHasi COOCTBEHHOCTh'" OTHOCHUTCSI K PA3JIMYHBIM TBOPEHHSIM UEJIOBEUECKOrO
yMa, HauuHas C HOBBIX M300pPETEHUIl M 3HAKOB, 00O3HAYAIONIMX COOCTBEHHOCTh Ha NMPOAYKTHI U
YCIOYrH, W 3aKaHyuBass KHUramu, QortorpadusiMu, KHHOPHUIBMAMH W  MY3BIKaJbHBIMH
IIPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - 3TO IPaBa HAa HMHTEIUIEKTYyaJbHYI0 COOCTBEHHOCTh Ha NPOU3BEJNCHMS HAYKH,
JUTEepaTypsl M HUCKycCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KadyeCTBE TrapaHTUU TOrO, 4YTO
WHTEJUICKTYalbHBIH/ TBOPYECKUI TPy aBTOpa He OyIeT HampacHbIM, JacT €My CIIPaBeUIMBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yjibTaTaXx CBOEro TPYAd, MOIYYHUTh HW3BECTHOCTh M IPU3HAHHE.
HuxTo 6e3 paspelieHust aBTopa HE MOXKET BOCHPOM3BOIMTH €0 NPOU3BEJECHUE, PACIPOCTPAHSTh,
nyOJIMYHO JEMOHCTPHUPOBATh, TPOJABaTh, WMIOPTUPOBATh, IIyCKaTb B NPOKAT, IyOIMYHO
UCTIOJIHSATh, TOKa3bIBaTh/UCIIONHATH B dHpe UK pa3memars B lurepuere.

Hcnonp3oBanue "mupaTckoro’ mporpaMMHOTO 00eCTIeYeHHsI MOKET TPUBECTH K MHOTHM PUCKaM: OT
NOTEpU JaHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKM TBOEro YCTPOMCTBA, IJi€é YCTAHOBJIEHA
HenerajabHas nporpamma. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalIbHBIC U OECIUIATHBIC
IIPOrpaMMbl, KOTOPbIE MOYKHO HAlTH B CETH.

O noprane

CeteBHUOK.pd - TBOW INIaBHBIA COBETYHK B CETH. 371€Ch Thl MOKEIIb y3HATh O OE30MIaCHOCTH B CETH
MOHATHBIM U JOCTYIHBIM S3BIKOM, a MPH BO3HUKHOBEHUU KPUTHYECKOW CUTyalluM OOpaTUTHCS 3a

COBETOM. A TaKke MNPHUHATH YU4aCTUC B KOHKYpPCax U CTaTb CaMbIM LIPI(l)pOBBIM I‘pa)l(,[[aHI/IHOM!



